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This Privacy Policy explains how AllyNerds LLC (“AllyNerds,” “we,” “us”) collects, uses, stores, and 

shares information when you use our website, apps, and services (the “Service”).  
 

1. Information We Collect Information you provide 

Account information, including a valid email address 

Resume/CV content, work history, education, skills, and profile details 

Career goals and preferences 

Job postings you upload, paste, or link (including URLs) and notes 

Messages you send to us (support requests, feedback) 
 

2. Information collected automatically 

Device and usage data (IP address, browser type, pages viewed, timestamps) 

Cookies and similar technologies (basic functionality and analytics) 
 

3. How We Use Information 

We use information to: 

Provide and operate the Service  (job matching, interview research, interview practice) 

Personalize recommendations based on your profile and goals 

Generate research insights and interview practice using AI tools 

Maintain, secure, troubleshoot, and improve the Service 

Communicate with you (support, updates, security notices) 

Comply with legal obligations and enforce our Terms 
 

4. AI and Third-Party Processing 

Some features rely on third-party services and APIs, including OpenAI APIs and Google APIs. To 

provide AI-powered features, we may send limited inputs (for example, relevant portions of your 

resume, goals, or job posting content) to these providers to generate outputs. Their processing is 
governed by their own terms and policies. 
 

We also use open-source software components and may use publicly available or third-party 

APIs and data sources to operate, secure, and improve the Service. 

We do not sell your personal information. 

 
5. How We Share Information 

We share information only as needed: 

 With service providers that help us operate the Service (hosting, storage, analytics, support), 
under confidentiality and security obligations where applicable 

 With AI providers (including OpenAI and Google) to generate outputs as described above 

 With other vendors and providers of tools, APIs, or data sources (including open-source and 
third-party services) as needed to operate, secure, and improve the Service 

 For legal and safety reasons (lawful requests, compliance, fraud/security prevention, enforcing 
our Terms) 

 In a business transaction (merger, acquisition, financing, or sale of assets) 

 

We do not share your resume, goals, or personal profile with other candidates. We store and use 

it to provide the Service. 
 

6. Job Postings You Upload or Link 

Job posting content (including URLs and descriptions you provide) may be stored and used for 

research and job-specific practice features. 

 
We may store and reuse job posting content and derived insights (for example, role summaries, 
requirements, interview-focus areas, and team/role context) to help other users, without associating 
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that content with your identity, resume, or goals. 
 

7. Data Retention 

We keep personal information while your account is active and as needed to provide the Service, then 

as necessary for legitimate business purposes (security, backups, dispute resolution) and legal 

compliance. 
You may request deletion by contacting  engage@allynerds.com  Some information may remain in 

backups for a limited period 

 

8. Security 

We use reasonable safeguards to protect information, but no system is 100% secure. 
 

9. Your Choices 

You may request access, correction, export, or deletion of your data by contacting  
engage@allynerds.com. 
 

10. Children 

The Service is not intended for children under 13 (or minimum age required in your jurisdiction). 
 

11. Changes 

We may update this Privacy Policy by posting a revised version with a new effective date. 
 

12. Contact 

Email: engage@allynerds.com 

 
© 2026 AllyNerds. All rights reserved. 
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